At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they

feelitis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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CONNECTING
WITH STRANGERS

Even if your child only connects with
People they know, they may still get
riend requests from strangers. The
Quick Add option lets users befriend
people the app recommends — but
these ‘friends’ are merely a username,
which could have anyone behind it.
Accepting such requests reveals
children’s personal information
through the Story, ShapMap and
Spotlight features, potentially putting
them at risk from predators.

EXCESSINE USE

Snapchat works hard on user
engagement, with features like
streaks (messaging the same
ﬁerson every day to build up a

igh score). Spotlight Challenges
tempt users into spending time
producing content in search of
cash prizes and online fame, while
it’s easy for children to pass hours
watching Spotlight’s endless scroll of
videos.

INAPPROPRIATE CONTENT

Some videos and posts on Shapchat
aren't suitable for children. The

hashtags used to group content are
determined by the poster, so even an
innocent search term could still yield
adge—inqppropriate results. The app’s
‘disappearing messages’ feature also
makes it easy for young people e |
(teens in particular) to share &
explicitimages on impulse — so 'oé’
sexting continues to be a risk A &Q\%

associated with Snapchat. <
<5
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TURN OFF QUICK ADD

The Quick Add feature helps people a
find each other on the app. This

function works based on mutual

friends or whether someone’s

number is in your child’s contacts list. Explain

to your child that this could potentially make
their profile visible to strangers. We recommend
that your child turns off Quick Add, which can be
done'in the settings (accessed via the cog icon).

CHAT ABOUT CONTENT

It may feel like an awkward conversation

(and one that young people can be

reluctant to have) but it's important to talk
openly and non-judgementally about sexting.
Remind your child that once something’s online,
the creator loses control over where it ends up -
and who else sees it. Likewise, it's vital that
children understand that some challenges which
become Pogulqr on the platform may have
potentially harmful consequences.

Meet Our Expert
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CHOOSE GOOD CONNECTIONS

In 2021, Snapchat rolled out

a new safety feature: users can

now receive notifications reminding

them of the importance of maintaining
connections with people they actuall

know well, as opposed to strangers. This
‘Friend Check Up’ encourages users to
delete connections with users that they
rarely communicate with, to maintain their
online safety and privacy.

KEEP ACCOUNTS PRINATE

Profiles are private by default, but children

may make them public to gain more

followers. Snap Stories are visible to everyone

your child adds, unless they change the settings.
On SnapMaps, their location is visible unless Ghost
Mode is enabled (again via settings). It's safest not
to add people your child doesn’t know in real life -
especially since the addition of My Places, which
allows other Shapchat users to see where your child
regularly visits and checks in.
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ARTIFICIAL
INTELLIGENCE

MK Al is Snapchat’s new chatbot,
which replies to questions in a
human-like manner. However, the
software is still in its infancy and has
significant drawbacks, such as biased,
incorrect or misleading responses.
There have already been numerous
reports of young users turning to Al for
medical help and diagnoses, which
could be inaccurate and therefore
potentially dangerous.

ONLINE PRESSURES

Although many of Snapchat’s filters

are designed to entertain or amuse,

the ‘beautify’ effects on photos can set
unrealistic body-image expectations -
creating feelings of inadequacy if a
young person compares themselves .
unfavourably with other users.
an|fochat now also has ‘priority’
notifications (which still get displayed
even if a device is in ‘do not disturb’
mode), increasing the pressure on
users to log back in and interact.

VISIBLE LOCATION

Snap Map highlights a device’s
exact position on a virtual map
which is visible to other users. There
are options to restrict who can see
this informatjon: all friends, on(l)/ you
(Ghost Mode) or selected friends.
Snapchat also has real-time location
sharing, which is intended as a buddy
system to ensure friends have reached
home safely — but which could also be
used to track a young person for more
sinister reasons.
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Sl Advice for Parents & Carers

DISCUSS Al

Although My Al's responses can often give

the impression that it's a real person, it's

essential that young people remember this

certainly isn't the case. Encourage your child /&

to think critically about My Al's replies to -y /
their questions: are they accurate and v
reliable? Remind them that My Al shouldn’t

replace chatting with their real friends, and

that it’'s always better to talk to an actual

person in relation to medical matters.

BE READY TO BLOCK AND REPORT

If a stranger does connect with your child

on Snapchat and begins to make them

feel uncomfortable through buIIyin%

pressure to send explicit images or by

sending sexual images to them, your child

can select the three dots on that person’s
profile and report or block them. There are
options to state why they’'re reporting that user
(annoying or malicious messages, spam, or
masquerading as someone else, for example).

Dr Claire Sutherland is an online safety consultant, educator and
researcher who has developed and implemented anti-bullying
and cyber safety policies for schools. She has written various
academic papers and carried out research for the Australian
government comparing internet use and sexting behaviour of
young people in the UK, USA and Australia.
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 17.05.2023




At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they

feelitis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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(certain features are
restricted to over-18s only)

fo),

AGE-INAPPROPRIATE CONTENT

While TikTok’s “Following” feed only
displays videos from users someone

IN-APP SPENDING &

4+
TikTok is free, but users have the
option to buy TikTok coins, which
can be used to purchase emojis in
the app. These emojis are then sent
as rewards (retaining their monetary
value) to other users for videos they‘ve
created. Coin bundles range from £9.99
to an eye-watering £99; TikTok's policy
is that they can’t be bought by
under-18s, but it's possible to bypass
this with a fake birthdate.

ADDICTIVE NATURE £

TikTok can be addictive, especially for
young people: compulsive repeated

A use can interfere with sleep patterns
ave unfortunately been influenced and be a distraction from other

by videos challenging them to Ferform activities. The platform recentIY
harmful, criminal or even deadly acts. introduced default usage time limits
One extreme example was the ‘blackout’ of 60 and 100 minutes for new

trend, which encouraged users to hold members under 18 (in the UK, children
their breath until they passed out from a with TikTok average 102 minutes per
lack of oxygen. It led to two families filing day on the app), but these restrictions
lawsuits a%amst TikTok over the tragic can easily be removed in the settings.

deaths of their children.
CONTACT WITH STRANGERS TIKTOK NOW

follows, “For You" is a stream of clips
based on their previously watche
content. Most videos on a child’s CENSORED
“For You” feed will therefore be

light-hearted and amusing, but it could
potentially surface something unsuitable.
TikTok’s guidelines prohibit the sharing of
illegal or inappropriate content, but the
sheer volume of uploads mean they aren't
manually monitored and vetted.

DANGEROUS CHALLENGES

Due to TikTok’s immense
ﬁopularity, some young people

With around 1.1 billion users globally, the
potential for contact from strangers on
TikTok is high — esgecially as accounts
created by over-16s (or youngsters using a
false date of birth) are set to public by
default. This not only means that someone’s
profile is visible to everyone else on the app:
it also lets their videos be suggested

to others and enables anyone to

comment on them or

download them. YV

Introduced in late 2022, the ‘TikTok
Now’ feature lets users post a

daily video or photo at the exact same
time as their friends. Users receive a
synchronised notification at a random

time of day, giving them three minutes to

take a video or real-time photo. This

addition can not only be a distraction to

young people but could lead to them
inadvertently sharing private content
such as their location.

Advice for Parents & Carers

ENABLE FAMILY PAIRING

Family Pairing allows parents to link their
TikTok account with their child’s and control

example, turn on Restricted Mode (reducing the

send messages (and to whom). Children can't alter
these settings without parental approval.

DISCUSS THE DANGERS

If your child wants to use TikTok and you're happy for them to do

so, it’s crucial to talk about the potential risks in this type of app.

For example, ensure they understand not to share any identifying
personal information — and that they realise they could be exposed
to inappropriate content. Thinking critically about what they see on
TikTok can help children become generally more social media savvy.

able to exchqn?
aren’t on their fr

Meet Qur Expert

Carly Page is an experienced technology journalist with a
track record of more than 10 years in the industry. Previously.
the editor of tech tabloid The Inquirer, Carly is now a
freelance technology journalist, editor and consultant.

Y @natonlinesafety

have the ability to manually set their child’s

chances of a child seeing inappropriate content); set account to private — meaning that their videos

screen time limits; and manage their child’s ability to won't be visible to strangers and they won’t be
%. e messages with people who

n /NationalOnlineSafety @nationalonlinesafety

MAKE ACCOUNTS PRIVATE - LIMIT IN-APP SPENDING

Although under-16s will have their TikTok
] > account set to private by default, bypassing
their settings remotely. Parents can then, for this setting is relatively easy. However, parents

If your child is usinq(cln iPhone or Android

device to access TikTok, you can alter the settings
to prevent them from making in-app purchases.
We'd recommend that you enable this feature, as it’s
quite easy for a young person - without realising
what they’re doing — to sEend a significant amount of
real money buying TikTok coins so they can unlock
more features of the app.

READ THE SIGNS

If you're concerned that your child might be spendin? too
much time on TikTok, or that they’ve been emotionally affected
by something{(inap?‘ropriqte or upsettinq)thqt they've seen, it's
important to know how to spot the possible signs. Increased
irritability and a lack of concentration are potential red flags, as
are failing to complete homework or regularly not eating meails.
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INAPPROPRIATE CONTENT

YouTube is free and can be accessed
via numerous devices, even without
creating a YouTube account. Some
content is flagged as ‘age-restricted’
(requiring the user to be logged into an
account with a verified age of 18), but
children can still view some mildly
inappropriate material. This can include
profanity and violence, which some
young users may find upsetting.

CONNECT WITH STRANGERS

YouTube is a social media platform
which allows people to interact with
other (usually unknown) users. Account
holders can leave comments on any
video they have access to, as well as
messaging other users directly.
Connecting with strangers online, of
course, can potentially lead to children
being exposed to adult language, to
cyberbullying and even to encountering
online predators.

SUGGESTED CONTENT

YouTube recommends videos related to
what the user has previously watched on
their account, aiming to provide content
that will interest them. This is intended to
be helpful but can also lead to
binge-watching and the risk of screen
addiction, especially if ‘auto-play’ is
activated. Users without an account are
shown popular videos from the last 24
hours, which might not always be
suitable for children.

HIGH VISIBILITY

Content creators can also be put at

risk — especially young ones who try to
make their online presence as visible

as possible. Creating and uploading
content exposes children to potential
harassment and toxicity from the
comments section, along with the
possibility of direct messaging from
strangers. Videos posted publicly can be
watched by anyone in the world.

TRENDS AND CHALLENGES y

YouTube is teeming with trends, ‘

challenges and memes that are fun to
watch and join in with. Children often find
these immensely entertaining and might
want to try them out. Most challenges
tend to be safe, but many others may
harm children through either watching or
cop?ling. The ﬁainful ‘salt and ice
challenge’, which can cause injuries very
quickly, is just one of many such
examples.

SNEAKY SCAMMERS

Popular YouTube channels regularly have
scammers posing as a well-known
influencer in the comments section,
attempting to lure users into clicking on
their phishing links. Scammers
impersonate YouTubers by adoptin
their names and profile images, an
sometimes offer cash gifts or ‘get rich
uick’ schemes. Children may not realise
that these users are not who they claim
to be.

Advice for Parents & Carers

APPLY RESTRICTED MODE

Restricted Mode is an optional setting that
prevents YouTube from showing inappropriate

content (such as drug and alcohol abuse, graphic

violence and sexual situations) to underage

viewers. To prevent your child from chancing
across age-inappropriate content on the

platform, we would recommend enabling
Restricted Mode on each device that your

child uses to access YouTube. CENSQRED

CHECK OTHER PLATFORMS <335

L
Influential content creators usually have
other social media accounts which they
encourage their fans to follow. Having an open
discussion about this with your child makes it
easier to find out how else they might be
following a particular creator online. It also
opens up avenues for you to check out that
creator’s other channels to see what type of
content your child is being exposed to.

Meet OQur Expert

Clare Godwin (a.k.a. Lunawolf) has worked as an editor and

journalistin the gaming industry since 2015, providing

websites with event coverage, reviews and gaming guides.
She is the owner of Lunawolf Gaming and is currently working

on various gaming-related projectsincluding game
development and writing non-fiction books.
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TRY GOOGLE FAMILY CHECK PRINACY SETTINGS

Creating a Google Family account allows YouTube gives users the option of uploading
you to monitor what your child is watching, ,’ videos as ‘private’ or ‘unlisted’ — so they could
uploading and sharing with other users. It be shared exclusively with family and friends,
will also display their recently watched videos, for example. Comments on videos can also be
searches and recommended videos. In general, a disabled and channels that your child is

Google Family account gives you an oversight of subscribed to can be hidden. If your child is only
how your child is using sites like YouTube and uploadin? videos that are protected as ‘private’,
helps you ensure they are only accessing they are far less likely to receive direct
appropriate content. messages from strangers.

MONITOR ENGAGEMENT LIMIT SPENDING L2\

\/
YouTube is the online viewing platform of Although YouTube is free, it does offer some
choice for billions of people, many of them ' in-app purchases: users can rent and buy TV o>
children. Younger children will watch shows and movies to watch, for example. If 4«(/
different content to older ones, of course, and you‘re not comfortable with your chil
react to content differently. You may want to purchasing content online, limit their access to
keep an eye on how your child interacts with your bank cards and online payment methods.
content on YouTube - and, if applicable, with t} e quyc?arents have discovered to their cost that
content creators — to understand the types a child happily devouring a paid-for series
of videos they are interested in. quickly leads to an unexpected bill!
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